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Single Sign-On (SSO) enables your users to log in with one set of validated credentials to access multiple work
applications and tools. SSO leverages the stability of your network, using a centralized authentication point to
provide better user security and reduce phishing activity over your network.

With RingCentral Single Sign-On, your users will be able to securely log in automatically to RingCentral with their
company credentials, removing the need to remember additional passwords, and reducing your team’s workload
assisting users with password recovery.

RingCentral Single Sign-On is available to all RingCentral Office Premium and Enterprise customers. Single Sign-
On works with your RingCentral online account, and all RingCentral apps - RingCentral mobile app, RingCentral
for Desktop, RingCentral Meetings®, RingCentral Glip, as well as all RingCentral integration solutions, including
Salesforce, Google, Office 365, Zendesk, etc.

RingCentral Single Sign-On setup

RingCentral Single Sign-On integrates easily with any ldentity Provider supporting SAML 2.0 (Security Assertion Markup Language 2.0)
such as PingFederate, Okta, or your homegrown ldentity Provider.

Implementing Single Sign-On in your company is a quick and straightforward process with RingCentral assistance available at any time.
Once you're set up with Single Sign-On, your RingCentral users can easily update their accounts through a one-time setup process.
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Implementing Single Sign-On company-wide

STEP1 RingCentral | pamnporat + [

Log in to your RingCentral online account as an administrator.

Go to Tools > Single Sign-On. Phone System Reports Call Log Billing s v
) . =

You'll see an overview of the SSO setup process. Directory Assistance
RingCentral Single Sign-On (S50) service lets your company authenticate your four
company-level network login credentials. To set up SSO service for your compa SEpoaTance th
RingCentral Customer Support to configure your account Account Validation

Session Timeout

Ciick here to learn more about RingCentral SSO service. -

STEP 2 Templates

Gather your SAML 2.0 metadata details from your Identity

. Step 1: Prepare IDP SAML 2.0 metadata HIPAA Conduit Setting
Provider (IDP).
o To set up SSO, we need your SAML 2.0 metadata details from an Identity Provider (IDP), like PingFederate, Okta, or a hi
SAML 2.0 Reference

Sample SAML 2.0 metadata

STEP 3

Ca” R.Ingcentral CUStOmer Support tO reqUESt SSO Setup and Call RingCentral Customer Support and request Single Sign-On setup assistance.
su bmlt yOU r lDP SAM L 20 metadata~ A Support member will ask for your SAML 2.0 metadata file and answer your Single Sign-On questions.
Find your RingCentral Customer Support number

Step 2: Call RingCentral Customer Support

STEP 4 Step 3: Import SAML 2.0 Service Provider (SP) metadata

‘You will receive an email from RingCentral Customer Support containing SAML 2.0 SP metadata. You need to import this

RingCentral will process your request.

Once the mapping is done, you'll receive an email with updated SH47 ERRLI S50 lagiatcn
SAML 2.0 Service Provider (SP) metadata and your unique SSO ID.

Sample SAML 2.0 metadata

STEP 5 <7xml version="1,8" encoding="UTF-8" standalone="yes"?>
<EntityDescriptor Entl(yID=”htlps:/.’]dg.dumaLn.con/DDenssD"|xmlns="urn:uasls:nanves:tC:SAﬂL:Z.E:metadata"=
Import the SAML 2.0 SP metadata to your Federated Server. 9

<IDPSSODescriptor WantAuthnRequestsSigned="false™ protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0|
<KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsigs">
<ds:X509Data>
<ds:X509Certificate>
FAGCHXUHBDAWLY YmKwWYBBAGCNXUTqbSTTAHW332Hz Y 1Y rBUDXC+is igImTfAHr
wAYCAWOCADLWEWYDVRA BAwC Y TKWYRROUHAWE WGiY 1KnYRRAGCHXLIKBAGWDDAK

STEP 6

You can now go back to your online account and from the
Single Sign-On page, enter your SSO ID and turn on SSO for
your company.

Step 3: Import SAML 2.0 Service Provider (SP) metadata

ou will receive an email from RingCentral Customer Support containing SAML 2.0 SP metadata
You need to import this data into your Federation Server.

Step 4: Enable 550 Integration

SS0 Integration @® On Off
Identity Provider Entity 1D:
330 Unigue ID: Email W

Type of uniqgue SS0O ID you select here will be used for user mapping.

Q Launch App

[ - w Google & box e

[fHelpdesk V @ y @ Vpxugﬂ,., L NETSUITE BEVPN
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First-time SSO user login

STEP1 Ring

The next time users go to their RingCentral Login page, they will
click the Single Sign-On link and enter their full email address. Log in to RingCentral

STE P 2 o Enter your email to confirm your Single Sign On identity

john.smith@mycompany.com

When the Identity Provider page opens, they will enter their % Remember me
company network credentials.

STEP 3

Back on the RingCentral Login page, they will enter their
RingCentral phone number and password and log in as usual.
(This is only required for the first time.)

Ring Don't have an account? Sign Up Herel

Log in to RingCentral

STE P 4 Phone Number. Extension (optional).

(864) 555-1212 123 &
)’ e . . Introd
That's it! Their accounts are now updated with SSO access. o S RinsConttil
Thisis aone-time process. T e Contact Centef

The new standard in="
customer service

> Forgot your password?

Thereafter, users will be logged in to RingCentral automatically.

Remember me on this computer

5] Single Sign-on
) Protect your account from identity theft and phishing

Requirements

® Identlty Provider that SUppOrtS SAML 2.0 Messages  Calllog  Contacts  Setings  Tools ¥ S & B

Ring @ dran |(864) 412.3366 Bt 105 GetHel | Log Out

¢ RingCentral Office Premium or Enterprise account
a0 » 112 Raron Shikirlijsky Thu 07/092015  1:01 PM 0:10 My Greefing & Call Screening S
Qo »  (864)412-3365 Wed 10012014 3:11 PM 0:25 MvCallimxing Feies >
Qo »  (854) 412-3366 Mon 03/08/2014 11:16 AM 0:04
My Veicemail S

Wed 077232014 8:42PM  0:08

Q0 » (854 412.336
a5 b (209) 2277053
a5 b (510)648.3522 Tue 05202014  04PM  0:04
Q0 b (864) 412.3366 Weney Wang Thu 05082014 12:0PM  0:02 My Afler Hours Settings >
X Delete @ Block

My Caller ID >

Announcements
Recent Calls
Phone Number Name. Date Time Length Professional Voice Recordings
o o (650 422.3902 F— E— N fave your greetings, prompts, and muse-on-hold
& T (es0)422.3002 Wiendy 5 Tue 07212015 504PM 0:0021 brofacsonaly recorded
RSN Wendy Smith Tue 07212015 504PM 0:0001 lick here to gel started foday!
X Delete @ Biock Download RingCentral for Desktop

Plug in a headset, and use RingCeniral for Deskiop to
cal, e, and faxfrom your computer.
Downioad now»

Introducing RingCentral Contact Center
A multchannel solution that lets cal center managers
service their customers more effectiely

Learn more»

RingCentral, Inc. 20 Davis Drive, Belmont, CA 94002. ringcentral.com
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